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Communication NetworkCommunication Network

• Consider a source of communication with aConsider a source of communication with a 
given alphabet. The source is linked to the 
receiver via a channelreceiver via a channel.

• The system may be described by a joint 
probability matrix: by giving the probability ofprobability matrix: by giving the probability of 
the joint occurrence of two symbols, one at 
the input and another at the outputthe input and another at the output.
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Communication NetworkCommunication Network

• xk – a symbol which was sent; yj ‐ a symbolxk a symbol, which was sent; yj a symbol, 
which was received

• The joint probability matrix:• The joint probability matrix:

{ } { } { }1 1 1 2 1, , ... , mP x y P x y P x y⎛ ⎞
⎜ ⎟

{ } { } { } { }2 1 2 2 2, , ... ,
,

... ... ... ...
mP x y P x y P x y

P X Y
⎜ ⎟
⎜ ⎟=⎡ ⎤⎣ ⎦ ⎜ ⎟
⎜ ⎟⎜ ⎟{ } { } { }1 2, , ... ,n n n mP x y P x y P x y
⎜ ⎟⎜ ⎟
⎝ ⎠
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Communication Network: 
Probability Schemes

• There are following five probability schemes ofThere are following five probability schemes of 
interest in a product space of the random 
variables X and Y:variables X and Y:

• [P{X,Y}] – joint probability matrix

[P{X}] i l b bili i f X• [P{X}] – marginal probability matrix of X
• [P{Y}] – marginal probability matrix of Y
• [P{X|Y}] – conditional probability matrix of X|Y
• [P{Y|X}] – conditional probability matrix of Y|X[P{Y|X}] conditional probability matrix of Y|X
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Communication Network: 
Entropies

• There is the following interpretation of the five entropies 
di t th ti d fi b bilit hcorresponding to the mentioned five probability schemes:

• H(X,Y) – average information per pairs of transmitted and received 
characters (the entropy of the system as a whole);characters (the entropy of the system as a whole);

• H(X) – average information per character of the source (the 
entropy of the source)

• H(Y) – average information per character at the destination (theH(Y) average information per character at the destination (the 
entropy at the receiver)

• H(Y|X) – a specific character xk being transmitted and one of the 
permissible yj may be received (a measure of information about the j
receiver, where it is known what was transmitted)

• H(X|Y) – a specific character yj being received ; this may be a result 
of transmission of one of the xk with a given probability (a measure 
of information about the source where it is known what wasof information about the source, where it is known what was 
received)
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Communication Network: 
Entropies’ Meaning

• H(X) and H(Y) give indications of the ( ) ( ) g
probabilistic nature of the transmitter and 
receiver, respectively. 

• H(X Y) gives the probabilistic nature of the• H(X,Y) gives the probabilistic nature of the 
communication channel as a whole (the entropy 
of the union of X and Y).

• H(Y|X) gives an indication of the noise (errors) in 
the channel
H(X|Y) i f i i (h• H(X|Y) gives a measure of equivocation (how 
well one can recover the input content from the 
output)p )
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Communication Network:
f h hDerivation of the Noise Characteristics

• In general the joint probability matrix is notIn general, the joint probability matrix is not 
given for the communication system.

• It is customary to specify the noise• It is customary to specify the noise 
characteristics of a channel and the source 
alphabet probabilitiesalphabet probabilities.

• From these data the joint and the output 
b bili i b d i dprobability matrices can be derived.
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Communication Network:
f h hDerivation of the Noise Characteristics

• Let us suppose that we have derived the jointLet us suppose that we have derived the joint 
probability matrix:

{ }

{ } { } { } { } { } { }
{ } { } { } { } { } { }
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| | ... |
| | ... |

m

m

p x p y x p x p y x p x p y x
p x p y x p x p y x p x p y x

P X Y
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⎜ ⎟⎡ ⎤{ } { } { } { } { } { } { }

{ } { } { } { } { } { }

2 1 2 2 2 2 2 2

1 2

| | |
,

... ... ... ...
| | ... |

m

n n n n n m n
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⎝ ⎠
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Communication Network:
f h hDerivation of the Noise Characteristics

• In other words :In other words :

h
{ } { } { }, |P X Y P X P Y X=⎡ ⎤ ⎡ ⎤ ⎡ ⎤⎣ ⎦ ⎣ ⎦ ⎣ ⎦

• where:

{ }1 0 0 ... 0p x⎛ ⎞

{ }

{ }
{ }

1

2

0 0 ... 0
0 0 ... 0
... ... ... ... ... ;

p x
p x

P X

⎛ ⎞
⎜ ⎟
⎜ ⎟
⎜ ⎟=⎡ ⎤⎣ ⎦ ⎜ ⎟

{ }
{ }

{ }
1

;
0 0 ... 0
0 0 .... 0

n

n

p x
p x

−

⎣ ⎦ ⎜ ⎟
⎜ ⎟
⎜ ⎟
⎝ ⎠
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Communication Network:
f h hDerivation of the Noise Characteristics

• If [P{X}] is not diagonal but a row matrixIf [P{X}] is not diagonal, but a row matrix    
(n‐dimensional vector) then

{ } { } { }⎡ ⎤ ⎡ ⎤ ⎡ ⎤{ } { } { }|P Y P X P Y X=⎡ ⎤ ⎡ ⎤ ⎡ ⎤⎣ ⎦ ⎣ ⎦ ⎣ ⎦

• where [P{Y}] is also a row matrix                  
(m‐dimensional vector) designating the 
probabilities of the output alphabet.
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Communication Network:
f h hDerivation of the Noise Characteristics

• Two discrete channels of our particularTwo discrete channels of our particular 
interest:

• Discrete noise free channel (an ideal channel)• Discrete noise‐free channel (an ideal channel)

• Discrete channel with independent input‐
( i h h l h ioutput (errors in the channel occur, thus noise 

is presented) 
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Noise‐Free ChannelNoise Free Channel

• In such channels every letter of the inputIn such channels, every letter of the input 
alphabet is in a one‐to‐one correspondence 
with a letter of the output alphabet Hencewith a letter of the output alphabet. Hence 
the joint probability matrix is of diagonal 
form:form:

{ }

{ }
{ }

1 1

2 2

, 0 0 ... 0
0 , 0 ... 0

p x y
p x y

⎛ ⎞
⎜ ⎟
⎜ ⎟
⎜ ⎟⎡ ⎤{ }

{ }
{ }

1 1

, ... ... ... ... ... ;
0 0 ... , 0
0 0 0

n n

P X Y
p x y− −

⎜ ⎟=⎡ ⎤⎣ ⎦ ⎜ ⎟
⎜ ⎟
⎜ ⎟
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Noise‐Free ChannelNoise Free Channel

• The channel probability matrix is also ofThe channel probability matrix is also of 
diagonal form: 1 0 0 ... 0⎛ ⎞

⎜ ⎟

{ } { }
0 1 0 ... 0

| | ;... ... ... ... ...P X Y P Y X

⎜ ⎟
⎜ ⎟
⎜ ⎟= =⎡ ⎤ ⎡ ⎤⎣ ⎦ ⎣ ⎦ ⎜ ⎟0 0 ... 1 0

0 0 .... 0 1

⎜ ⎟
⎜ ⎟
⎜ ⎟
⎝ ⎠

• Hence the entropies 

( ) ( )| | 0H Y X H X Y
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Noise‐Free ChannelNoise Free Channel

• The entropies H(X Y) H(X) and H(Y):The entropies H(X,Y), H(X), and H(Y):

( ) ( ) ( )H X Y H X H Y= = =( )

{ } { }

, ( ) ( )

log
n

H X Y H X H Y

p x y p x y

= = =

= ∑ { } { }
1

, log ,i i i i
i

p x y p x y
=

= −∑
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Noise‐Free ChannelNoise Free Channel

• Each transmitted symbol is in a one‐to‐oneEach transmitted symbol is in a one to one 
correspondence with one, and only one, 
received symbolreceived symbol.

• The entropy at the receiving end is exactly the 
same as at the sending endsame as at the sending end.

• The individual conditional entropies are all 
l b i d b l iequal to zero because any received symbol is 

completely determined by the transmitted 
b l d isymbol and vise versa.
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Discrete Channel with Independent 
Input‐Output

• In this channel there is no correlationIn this channel, there is no correlation 
between input and output symbols: any 
transmitted symbol xi can be received as anytransmitted symbol xi can be received as any 
symbol yj of the receiving alphabet with equal 
probability:probability:

1 1 1...
1m

p p p
p p p

⎛ ⎞
⎜ ⎟
⎜ ⎟{ } { } { }2 2 2

1

...
, ; ;

... ... ... ...
1

ij
i

m

i ip x np p y
n

p p p
P

p p

pX Y

p
=

⎜ ⎟=⎡ ⎤⎣ ⎦ ⎜ ⎟
⎜ ⎟
⎝ ⎠

== =∑
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Discrete Channel with Independent 
Input‐Output

• Since the input and output symbolSince the input and output symbol 
probabilities are statistically independent, 
thenthen

{ } { }
{ { } 1,i j i j i ip x y p x p y np p

n
= = =

123

{ } { }
1/

1|
inp n

i j i ip x y p x np= =

2

{ } { }1
1|j i jp y x p y
n

= =
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Discrete Channel with Independent 
Input‐Output

( )
1

, log
m

i i
i

H X Y n p p
=

⎛ ⎞
= − ⎜ ⎟

⎝ ⎠
∑

1

1 1
( ) log log log

i

m m

i i i i
i i

H X np np n p p n

=

= =

⎝ ⎠
⎛ ⎞

= − = − −⎜ ⎟
⎝ ⎠

∑ ∑
1 1( ) log log

1n m

H Y n n
n n

⎛ ⎞= − =⎜ ⎟
⎝ ⎠

∑ ∑

• The last two equations show that this channel

( ) ( )
1 1

| (1log ;  log( o) )g| li i i
i i

H H YX Xnp np np n
n

Y YH HX
= =

= − = = − = =∑ ∑

The last two equations show that this channel 
conveys no information: a symbol that is 
received does not depend on a symbol thatreceived does not depend on a symbol that 
was sent
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Noise‐Free Channel vs Channel 
with Independent Input‐Output

• Noise‐free channel is a loss‐less channel but itNoise free channel is a loss less channel, but it 
carries no information.

• Channel with independent input/output is a• Channel with independent input/output is a 
completely lossy channel, but the information 
transmitted over it is a pure noisetransmitted over it is a pure noise.

• Thus these two channels are two “extreme“ 
h l I h l ld lchannels. In the real world, real 
communication channels are in the middle, 
b h h lbetween these two channels.
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Basic Relationships among Different 
Entropies in aEntropies in a 

Two‐Port Communication Channel

• We have to take into account that

{ } { } { } { } { }, | |k k k j j j k kp x y p x y p y p y x p x= ={ } { } { } { } { }
{ } { } { } { } { }
, | |

log , log | log |

k k k j j j k k

k k k j j j k k

p y p y p y p y p

p x y p x y p y p y x p x= =
144424443 144424443

• Hence
{ } { } { } { }log | log log | logk j j j k kp x y p y p y x p x+ +
2 2

( ) ( ) ( ) ( ) ( )| |, H X Y H H YH X Y X H XY= =+ +
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Basic Relationships among Different 
Entropies in aEntropies in a 

Two‐Port Communication Channel
• Fundamental Shannon’s inequalities:• Fundamental Shannon s inequalities:

( ) ( ) ( ) ( )    || H YH H Y X XX H Y≥≥

• The conditional entropies never exceed the 
marginal ones. 

• The equality sigh hold if, and only if X and Y 
are statistically independent and therefore 

{ }
{ }

{ }
{ } 1

| |
jk

k j j k

p yp x
p x y p y x

= =

21

{ } { }j j



Mutual InformationMutual Information

• What is a mutual information betweenWhat is a mutual information between              
xi , which was transmitted and yj, which was 
received that is the information conveyed byreceived, that is, the information conveyed by 
a pair of symbols (xi, yj)?

{ }

{ }
{ }

{ }

,i j

j

p x y

p y
64748

( ) { }
{ }

{ }
{ } { }

| ,
; log logi j i j

i j
i i j

p x y p x y
I x y

p x p x p y
= =
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Mutual InformationMutual Information
• This probability determines the a posteriori 
knowledge of what was transmittedg

( ) { }
{ }

|
; log i j

i j

p x y
I x y =

• This probability determines the a priori 
kno ledge of hat as transmitted

( ) { }
; gi j

i

y
p x

knowledge of what was transmitted
• The ratio of these two probabilities (more exactly 
– its logarithm) determines the gain ofits logarithm) determines the gain of 
information
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Mutual and Self‐InformationMutual and Self Information

• The function is the self‐information of( ),i iI x xThe function               is the self information of 
a symbol xi (it shows a priori knowledge that xi
was transmitted with the probability p(xi) and

( ),i iI x x

was transmitted  with the probability p(xi) and 
a posteriori knowledge is that xi has definitely 
been transmitted)been transmitted).

• The function               is the self‐information of 
a symbol y (it shows a priori knowledge that y

( ),j jI y y
a symbol yi (it shows a priori knowledge that yi
was received  with the probability p(yi) and a 
posteriori knowledge is that y has definitelyposteriori knowledge is that yi has definitely 
been received). 24



Mutual and Self‐InformationMutual and Self Information

• For the self‐information:For the self information:

( ) ( ) { }
{ } { }

| 1, log logi i
i i i

p x x
I x I x x= = =

• The mutual information does not exceed the 

( ) ( ) { } { }
, g gi i i

i ip x p x

self‐information:

( ) ( ) ( ); ;I x y I x x I x≤ =( ) ( ) ( )
( ) ( ) ( )

; ;

; ;

i j i i i

i j j j j

I x y I x x I x

I x y I y y I y

≤ =

≤ =
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Mutual InformationMutual Information

• The mutual information of all the pairs ofThe mutual information of all the pairs of 
symbols can be obtained by averaging the 
mutual information per symbol pairs:mutual information per symbol pairs: 

( ) ( ) { } ( ); , , ,i j i j i j
j i

I X Y I x y p x y I x y= = =∑∑

{ } { }
{ }

|
, log i j

i j
j i i

p x y
p x y

p x
= =∑∑ { }

( )

{ } { } { }( )
,

l | l

i j

j i i

I x y

p x

∑∑

1442443
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Mutual InformationMutual Information

• The mutual information of all the pairs ofThe mutual information of all the pairs of 
symbols I(X;Y) shows the amount of 
information containing in average in oneinformation containing in average in one 
received message with respect to the one 
transmitted messagetransmitted message

• I(X;Y) is also referred to as transinformation
(information transmitted through the channel)(information transmitted through the channel)
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Mutual InformationMutual Information
• Just to recall:

( ) { } { }l
n

H X ∑ ( ) { } { }l
m

H Y ∑( ) { } { }
1

logk k
k

p x p xH X
=

= −∑ ( ) { } { }
1

logj j
j

p y p yH Y
=

= −∑
( ) { } { } { }

1 1
|| | log

m n

j k j k j
j k

p y p x y pH X Y x y
= =

= −∑∑
1 1j k= =

( ) { } { } { }
1 1

| log| |
n m

k j k j k
k j

p x p y xH p yY X x
= =

= −∑∑

( ) { } { } { }( )
{ } { } { }

, log | log; i j i j i
j i

I X Y p x y p x y p x= − =∑∑

{ }
{ } { }

{ } { }
{ }

{ }
|

, log | , log

j k j
i

i j i j i j i
j i i j

p y p
p x

x y

p x y p x y p x y p x= −∑∑ ∑∑
14243

14243
1 3
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Mutual InformationMutual Information
• It follows from the equations from the previous 
slide that: ( ) ( ) ( ) ( );I X Y HH X H Y X Y= +( ) ( ) ( ) ( )

( ) ( ) ( )
;

; |

,I X Y

I X Y H X

HH X

Y

H Y

H

X

X

Y= + −

= −

• H(X|Y) shows an average loss of information for a 
transmitted message ith respect to the recei ed

( ) ( ) ( )|; HI X YY XY H= −

transmitted message with respect to the received 
one

• H(Y|X) shows a loss of information for a receivedH(Y|X) shows a loss of information for a received 
message with respect to the transmitted one 

( ) ( ) ( ) ( ) ( )| |, H X Y H H YH X Y X H XY= =+ +
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Mutual InformationMutual Information

• For a noise‐free channelFor a noise free channel, 
I(X;Y)=H(X)=H(Y)=H(X,Y) ,which means that 
the information transmitted through thisthe information transmitted through this 
channel does not depend on what was      
sent/received It is always completelysent/received. It is always completely 
predetermined by the transmitted content. 
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Mutual InformationMutual Information

• For a channel with independent input/outputFor a channel with independent input/output , 
I(X;Y)=H(X)-H(X|Y)= H(X)-H(X)=0 ,which 
means that no information is transmittedmeans that no information is transmitted 
through this channel. 
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Channel CapacityChannel Capacity

• The channel capacity (bits per symbol) is theThe channel capacity (bits per symbol) is the 
maximum of transinformation with respect to 
all possible sets of probabilities that could be 
assigned to the source alphabet (C. Shannon):

( ) [ ]max ; max ( ) ( | )I X Y H X H X YC = = − =

• The channel capacity determines the upper

( ) [ ]
[ ]                           max ( ) ( | )H XY H Y= −

The channel capacity determines the upper 
bound of the information that can be 
transmitted through the channel
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Rate of Transmission of 
Information through the Channel

• If all the transmitted symbols have a commonIf all the transmitted symbols have a common 
duration of t seconds then the rate of 
transmission of information through thetransmission of information through the 
channel (bits per second or capacity per 
second) issecond) is

1
tC C

t
=

t
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Absolute RedundancyAbsolute Redundancy

• Absolute redundancy of the communicationAbsolute redundancy of the communication 
system is the difference between the 
maximum amount of information which canmaximum amount of information, which can 
be transmitted through the channel and its 
actual amount:actual amount:

( );aR C I X Y= −
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Relative RedundancyRelative Redundancy

• Relative redundancy of the communicationRelative redundancy of the communication 
system is the ratio of absolute redundancy to 
channel capacity:channel capacity:

( ) ( )C I X Y I X YR ( ) ( ); ;
1a

r

C I X Y I X YRR
C C C

−
= = = −
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